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Lab - Using Wireshark to Observe the TCP 3-Way Handshake
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Objectives
Part 1: Prepare Wireshark to Capture Packets

e Select an appropriate NIC interface to capture packets.

Part 2: Capture, Locate, and Examine Packets

e Capture a web session to www.google.com.

e Locate appropriate packets for a web session.

e Examine information within packets, including IP addresses, TCP port numbers, and TCP control flags.

Background / Scenario

In this lab, you will use Wireshark to capture and examine packets generated between the PC browser using
the HyperText Transfer Protocol (HTTP) and a web server, such as www.google.com. When an application,
such as HTTP or File Transfer Protocol (FTP) first starts on a host, TCP uses the three-way handshake to
establish a reliable TCP session between the two hosts. For example, when a PC uses a web browser to surf
the Internet, a three-way handshake is initiated and a session is established between the PC host and web
server. A PC can have multiple, simultaneous, active TCP sessions with various web sites.

Note: This lab cannot be completed using Netlab. This lab assumes that you have Internet access.

Required Resources

1 PC (Windows 7, Vista, or XP with a command prompt access, Internet access, and Wireshark installed)
Part 1. Prepare Wireshark to Capture Packets
In Part 1, you start the Wireshark program and select the appropriate interface to begin capturing packets.

Step 1: Retrieve the PC interface addresses.

For this lab, you need to retrieve your PC’s IP address and its network interface card (NIC) physical address,
also called the MAC address.

a. Open acommand prompt window, type ipconfig /all and then press Enter.
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b. Write down the IP and MAC addresses associated with the selected Ethernet adapter, because that is the
source address to look for when examining captured packets.

The PC host IP address:
The PC host MAC address:

Step 2: Start Wireshark and select the appropriate interface.

a. Click the Windows Start button and on the pop-up menu, double-click Wireshark.

b. After Wireshark starts, click Interface List.

[l The Wireshark Network Anakyzer [Wireshark 153 (SVN Rev 45256 from trurk-18]]
Ede Edt Yiew Go Capture Anakyze Jtatmtics Telephony JTools jnternals  Help
@w @ o Ex28 8 2 T2 (EE cacaan @08

Filter: = | Expression...

'24

The World's Most Popular Network Protocol Analyzer

Version 1.8.3 (SVN Rev 45256 from /trunk-1.8)
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Can ) prevauty Capteed - ViER the POt webste
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c. Inthe Wireshark: Capture Interfaces window, click the check the box next to the interface connected to

your LAN.
[ Wireshark: Capture Interfaces =3 cn =<
Description P Packets Packets/s
#  Intel(R) PRO/1000 MT Network Connection : | Details |

@] Intel(R) 82577LM Gigabit Network Connection 192.168.1.11 47 :
Help ] [ Start 1 Stop Options - Close
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Note: If multiple interfaces are listed and you are unsure which interface to check, click Details. Click the
802.3 (Ethernet) tab, and verify that the MAC address matches what you wrote down in Step 1b. Close
the Interface Details window after verification.

Part 2: Capture, Locate, and Examine Packets

Step 1: Click the Start button to start the data capture.

a. Go to www.google.com. Minimize the Google window, and return to Wireshark. Stop the data capture.
You should see captured traffic similar to that shown below in step b.

Note: Your instructor may provide you with a different website. If so, enter the website name or address
here:

b. The capture window is now active. Locate the Source, Destination, and Protocol columns.

File Edt View Go Capture Analyze 3Statistics Telephony Tools [ntemals Help
S BEXR28 A¢e»20T L EE aaaBl $BHM%K o
Filter: :| Expression... Clear Apply Save

Time Source Destination Protocol Length Info

2 0.033696000 157.55.130.157 192.168.1.130 TCP 144 40013 > 49166 [PSH, ACK] Seq=1 Ack=1 Win=83 Len=9(

4 0.069409000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [ACK] Seq=91 Ack=5 wWin=83 Len=0

6 0.120203000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [ACK] Seq=91 Ack=17 win=83 Len=0
7 0.120559000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [PSH, ACK] Seq=91 Ack=17 Win=83 Len-

9 0.360199000 157.55.130.157 192.168.1.130 TCP 326 40013 > 49166 [PSH, ACK] Seq=95 Ack=17 wWin=83 Lens

12 1.155247000 192.168.1.1 192.168.1.130 DNS 154 standard query response Oxded2 A 74.125.225.209 !

16 1.611218000 74.125.225.209 192.168.1.130 TCP 66 http > 49523 [SYN, ACK] Seq=0 Ack=1l Win=14300 Len:

18 1.611553000 74.125.225.209 192.168.1.130 TCP 66 http > 49522 [SYN, ACK] Seq=0 Ack=1 Win=14300 Len:

Fl S

# Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: Cisco-Li_f6:84:6e (58:6d:8f:f6:84:6e), Dst: QuantaCo_fa:de:0d (c8:0a:a9:fa:de:0d)

¥ Internet Protocol version 4, src: 157.55.130.157 (157.55.130.157), Dst: 192.168.1.130 (192.168.1.130)

# Transmission Control Protocol, Src Port: 40013 (40013), Dst Port: 49166 (49166), Seq: 91, Ack: 5, Len: O

Step 2: Locate appropriate packets for the web session.

If the computer was recently started and there has been no activity in accessing the Internet, you can see the
entire process in the captured output, including the Address Resolution Protocol (ARP), Domain Name
System (DNS), and the TCP three-way handshake. The capture screen in Part 2, Step 1 shows all the
packets the computer must get to www.google.com. In this case, the PC already had an ARP entry for the
default gateway; therefore, it started with the DNS query to resolve www.google.com.

a. Frame 11 shows the DNS query from the PC to the DNS server, attempting to resolve the domain name,
www.google.com to the IP address of the web server. The PC must have the IP address before it can
send the first packet to the web server.

What is the IP address of the DNS server that the computer queried?
b. Frame 12 is the response from the DNS server with the IP address of www.google.com.

c. Find the appropriate packet for the start of your three-way handshake. In this example, frame 15 is the
start of the TCP three-way handshake.
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What is the IP address of the Google web server?

d. If you have many packets that are unrelated to the TCP connection, it may be necessary to use the
Wireshark filter capability. Enter tcp in the filter entry area within Wireshark and press Enter.

File Edit View Go Capture Analyze Statistics Telephony Tools |nternals Help

Y Ge EEXRL a¢vaTi:EE QaaD F@08 % B

Fil F‘ Expression... Clear Apply Save
Destination Protocol  Length  Info

2 0.033696000 157.55.130.157 192.168.1.130 TCP 144 40013 > 49166 [PSH, ACK] Seq=1 Ack=1 win=83 Len=90

4 0.069409000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [ACK] Seq=91 Ack=5 win=83 Len=0

6 0.120203000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [ACK] Seq=91 Ack=17 win=83 Len=0

7 0.120559000 157.55.130.157 192.168.1.130 TCP 60 40013 > 49166 [PSH, ACK] Seq=91 Ack=17 Win=83 Len=4

9 0, 360199000 157.55.130.157 192.168.1.130 TCP 326 40013 > 49166 [PSH, ACK] Seq=95 Ack=17 wWin=83 Len=272
16 1.611218000 74.125.225.209192.168.1.130 TCP 66 http > 49523 [SYN, ACK] Seq=0 Ack=1 Win=14300 Len=0 MSS=
18 1.611553000 74.125.225.209192.168.1.130 TCP 66 http > 49522 [S¥YN, ACK] Seq=0 Ack=1 Win=14300 Len=0 M55=
21 1.651662000 74.125.225.209 192.168.1.130 TCP 60 http > 49523 [AcK] Seq=1 Ack=566 wWin=15488 Len=0

]

# Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: Cisco-Li_f6:84:6e (58:6d:8f:f6:84:6e), Dst: QuantaCo_fa:de:0d (cB:0a:a9:fa:de:0d)

# Internet Protocol version 4, Src: 157.55.130.157 (157.55.130.157), Dst: 192.168.1.130 (192.168.1.130)

# Transmission Control Protocol, Src Port: 40013 (40013), Dst Port: 49166 (49166), Seq: 91, Ack: 5, Len: 0

Step 3: Examine information within packets including IP addresses, TCP port numbers, and
TCP control flags.

a. Inour example, frame 15 is the start of the three-way handshake between the PC and the Google web
server. In the packet list pane (top section of the main window), select the frame. This highlights the line
and displays the decoded information from that packet in the two lower panes. Examine the TCP
information in the packet details pane (middle section of the main window).

b. Click the + icon to the left of the Transmission Control Protocol in the packet details pane to expand the
view of the TCP information.

c. Click the + icon to the left of the Flags. Look at the source and destination ports and the flags that are set.

Note: You may have to adjust the top and middle windows sizes within Wireshark to display the
necessary information.
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File Edit View Go Copture Anabyze Statistics Telephony Took Jotemnals Help
B ee e Exfl e TrEE eean @8 % B
| _:ll'nmuun._ Clear foply  Save

Filter: | tep

do. Time Source Destination Protocel Length Info

15 1.576754000 192.168.1.130 74.125.225.209 TCP 66 49523 > http [SYN] Seqe0 Win=8192 Len=0 MSS5=1460 WS=4 SACK_PEM=l
16 1. 611218000 74.125.225.209 192.168.1.130 TCP 66 http > 49523 [SYN, ACK] Seqe=0 Ack=1 Win=14300 Len=0 M55=1430 SACK_PERM=1 WS=564

18 1.611552000 74.125.225.209 192.168.1.130 TCP 66 http > 49522 [SYN, ACK] Seqe=0 Ack=l Win=14300 Len=0 M55=1430 SACK_PERM=1 WS=564

e =
Transmission Control Protocel, Src Port: 49523 (49523), pst Port: http (80), Seq: 0, Len: O

Source port: 49523 (49523)
pestination port: htrp (80)
[5tream index: 2]
sequence number: 0 (relative sequence number)
Header length: 32 bytes

(SN

Reserved: Not set
NONCE: NOT Set
congestion window Reduced (CwR): NOT set
ECN-Echo: NOT set
urgent: Not set
acknowledgment: Not Set
Push: Not set
Reser: Not set
Syn: Set
sees sese ++:0 = Fin: NOU seT

window size value: 8192

[calculated window size: §192]
# Checksum: Oxee9f [validation disabled]

=

B | Frame (frame), 66 bytes Packets: 178 Displayek 170 Marked: 0 Load time: 0:00.045 Profile: Default

What is the TCP source port number?

How would you classify the source port?
What is the TCP destination port number?
How would you classify the destination port?
Which flag (or flags) is set?

What is the relative sequence number set to?

d. To select the next frame in the three-way handshake, select Go on the Wireshark menu and select Next
Packet In Conversation. In this example, this is frame 16. This is the Google web server reply to the
initial request to start a session.

File Edit View Go Capture Analze Seatistics Telephony Took [ntemals Help
Eadee EEXEE AessaTF 2 EEFceaan @#BB % B

Filers | tep = | Epressionia Clea iy Sive

da. Destination Protocol Length Info

16 1.611218000 74.125.225.209 192.168.1.130 TCP 66 http > 49523 [SYN, AIK] SegeD Ack=l wWin=14300 Len=0 M55=1430 SACK_PERM=1 WS=54

18 1.611553000 74,125.225.209 192.168.1.130 TCP 66 http > 49522 [SYN, AIK] Seqe=0 Ack=1l wWin=14300 Len=0 M55=1430 SACK_PERM=1 W5=64

Transmission Control Protocol, Src Port: http (80), Dst Port: 49523 (19523), Seq: 0, Ack: 1, Len: O

source port: http (80)

pestination port: 49523 (49523)

[stream index: 2]

sequence number: 0 {relative sequence number)

Acknowledgment number: 1 (relative ack number)

Header length: 32 bytes
- Flags: 0x012 (SYN, ACK)
Reserved: NOT set
NOonce: NOT set
congestion window Reduced (CwR): NotU set
ECN-Echo: Not ser
Urgent: Mot set
Acknowledgment: Set
Push: Not set
Reser: NOT set
Syn: Set
Fin: wot set

window size value: 14300
[calculated window size: 14300]

# checksum: Oxbae5 [validation disabledl
3000 c8 0a a9 fa de 0d 58 6d &f f6 B4 Ge 08 00 45 20
J0L0 00 34 49 cc 00 00 33 06 4Ff 5f d4a 7d el di cC aB
J020 01 82 00 50 c1 73 a2 e5 5b 91 3b 89 92 21 B( 12

3030 37 dc ba 5 00 00 02 04 05 96 01 01 04 02 01 03
1040 03 06

What are the values of the source and destination ports?
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Which flags are set?

What are the relative sequence and acknowledgement numbers set to?

e. Finally, examine the third packet of the three-way handshake in the example. Clicking frame 17 in the top

window displays the following information in this example:

Eie Edt View Go Capture Anshre Statistics Telephony Took [ntemals Help

B aew BX2&8 AesDT L HleaeooapD @R g 2
Filter: [+] Espressicn...
o, Time Source Destination Protocol Length Info
12 1.155247000 192.168.1.1 192.168.1.130 oNs 154 standard query response Oxded2 A 74.125.225.209 A 74.125.225.210 A 74.125.225.212 A
16 1.611218000 74.125,225.209 192.168.1.130 3 86 http > 49523 [SYN, ACK) 5eqe0 ACK=1l Winm13300 Lens0 M5S=1430 SACK_PERMal Ws=B4
17 1.611293000 192.168.1.130 74.125.225.209 TCP 54 49523 > hrtp [ACK] Seqe=l Ack=l Win=65780 Len=0
181.611553000 74.125.225.209 192.168.1.130 Tcp 86 http > 49522 [SYN, ACK] 5eqe0 Ack=1 Win=12300 Lens0 MSS=1430 SACK_PERMe1 WS=64

Transmission Control Protocol, Src Port: 49523 (49523), Dst Port: htep (B0), Seq: 1, Ack: 1, Len: O
Source port: 49523 (49523)
pestination port: hrtp (80)
[5tream index: 2]
Sequence number: 1 (relative sequence numbe-)
acknowledgment number: 1 (relative ack number)
Header length: 20 bytes
Flags: Ox010 (ack)
000. .... .... = Reserved: NOT Ser
PR | EPEE PR = NONCE: NOT ST
. = Congestion window Reduced (CwR): NOT set
. = ECN-Echo: Not set
i .. = Urgent: Not set
...... .. = Acknowledgment: Set
. = Push: NOT set
.. = RESEL: NOT set
i 0. = Syn: NOT Set
........... 0 = Fin: Not set
window size value: 16445
fcalculated window size: 657801

J000 58 6d Bf f6 84 6e cB 0a a9 fa de Od 085 00 45 00  Xm...n.. ......E.
J010 00 28 20 38 40 00 B0 O6 OD 00 <O a8 Q1 B2 4a 7d o Bl sciesad}
J020 el dl cl 73 00 50 3b 89 92 21 a2 e5 5b 92 50 10 cee5.P5. LR
3030 40 3d ee 93 00 00 @=....

Examine the third and final packet of the handshake.

Which flag (or flags) is set?

The relative sequence and acknowledgement numbers are set to 1 as a starting point. The TCP

connection is now established, and communication between the source computer and the web server can

begin.

f. Close the Wireshark program.

Reflection

1. There are hundreds of filters available in Wireshark. A large network could have numerous filters and many
different types of traffic. Which three filters in the list might be the most useful to a network administrator?

2. What other ways could Wireshark be used in a production network?
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